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IS&T GLOSSARY
PURPOSE / INTENT:  Using the IS&T Glossary will ensure uniformity of definitions across all IS&T Policies, Procedures and Standards. 

Ctrl + Click on a letter to see associated entries. 

A – B – C – D – E – F – G – H – I – J – K – L – M – N
O – P – Q – R – S – T – U – V – W – X – Y – Z 

A  
	TERM  / ACRONYM
	DEFINITION

	AAMC
	Association of Academic Medical Centers

	AcITAC
	Academic Information Technology Advisory Committee. Also known as the

Educational Services Governance Committee.

	AD
	Active Directory. UMDNJ's master directory platform. Active Directory is positioned as the single point of authentication for access to the University's network, both wired and wireless, as well as VPN access.

	Advanced Encryption Standard
	Advanced Encryption Standard is a specification for the encryption of electronic data. It has been adopted by the U.S. government and is now used worldwide.The AES algorithm is a symmetric block cipher that can encrypt (encipher) and decrypt (decipher) information. The AES algorithm is capable of using cryptographic keys of 128, 192, and 256 bits to encrypt and decrypt data in blocks of 128 bits.

	Adverse Employment Action
	Adverse employment action includes, but is not limited to, demotion, paid or unpaid administrative leave, termination, layoff, reduction of job and/or responsibilities, transfer to a lesser position, denial of promotions, denial of compensation or benefits, other significant adverse changes in terms or conditions of employment as a result of an employee's report of wrongful conduct.

	Administrative Safeguards
	Administrative actions, and policies and procedures, to manage the selection, development, implementation, and maintenance of security measures to protect the University’s information assets and to manage the conduct of the University community in relation to the protection of those information assets.

	AES
	See Advanced Encryption Standard 

	Air Card ® 
	A device for a laptop, PDA or cell phone that allows the user to connect to wide area wireless Internet access and may be used in conjunction with a variety of cell phones, laptops or smartphones. 

	Anti-Virus Software
	Programs to detect and remove computer viruses. The simplest kind scans executable files and boot blocks for a list of known viruses. Others are constantly active, attempting to detect the actions of general classes of viruses. Antivirus software should always include a regular update service allowing it to keep up with the latest viruses as they are released.

	Application
	A computer program that processes, transmits, or stores University information and which supports decision-making and other organizational functions.  It typically presents it as a series of records or transactions.  These records and transaction are generally accessible by more than one user.  

	Application Administration Account 
	Any account that is for the administration of an application (e.g., Oracle database administrator, ISSU administrator).

	Application Manager
	The technology manager who is directly responsible for the development, maintenance, configuration, or functional specifications of the application.  He or she is also required to implement, operate, and maintain security measures defined by the information owners.

	Asset Provider
	A department or group within a University organization that is responsible for managing and maintaining any electronic and/or physical resources for the UMDNJ community. For the PMO, this responsibility would fall on the Project Support Specialist/Administrative Support.

	AST
	Academic Systems & Technologies offers:
· High Performance Computing

· Academic Support Services (scientific applications, web development, etc.)

·  Courseware

·  Specialty Labs

·  Digital Media

·  Internet

·  Intranet/Portal

·  Distance Learning.

	Asymmetric Cryptosystem
	A method of encryption in which two different keys are used: one for encrypting and one for decrypting the data (e.g., public-key encryption).

	Audit
	The process of validating that provisions of a policy, as written, are being adhered to.

	Audit Trail
	A chronological record of activities occurring in the system, created immediately concurrent with the user.  The logs may include information such as the date and time of access, the information or record accessed, the user ID under which access occurred, and if possible the reason for the access.

	Author
	The designate of the “Owner” who has been delegated the responsibility for the life cycle management process for the specific policy(ies) within the “Owner’s” portfolio. 

	Authentication
	The identification of the individual communicating the information.

	“Author”/Responsible Office
	The designate of the “Owner” who has been delegated the responsibility for the life cycle management process for the specific policy(ies) within the “Owner’s” portfolio. 

	Authorized Device
	A device that is approved by IS&T to access the University’s network and information resources, and which meets the University’s technical standards.

	Authorized User
	A person authorized to access information resources specific to their role and responsibilities, and who has conveyed upon them the expectation of “Least Privilege.”

	Authorizing Agent
	A salaried individual within a school/unit (e.g., an Academic Dean or a school/unit IT Director) who has the authority to approve Guest(s) for account provisioning. This individual must have an active UMDNJ Portal account.

	Availability
	The expectation that information is accessible by UMDNJ when needed.


B     (Return to Index)
	TERM  / ACRONYM
	DEFINITION

	B2B
	Business-to-Business 

	Banner
	Banner is the central data repository for student, personnel and financial recordkeeping. As the comprehensive source of authoritative UMDNJ data, Banner is often used to authenticate users who need access to restricted on-line services. Banner is a fully integrated, Oracle-based, Internet-native technology solution available today for the higher education community. The University is licensed for all Banner modules except Advancement.

	BIA
	Business Impact Analysis – A process managed by the Office of Emergency Management that determines the financial and operational impact of a disruption to a business, and the requirements for recovering from the disruption. A business unit uses the BIA to list their business-critical functions and processes and supporting applications.

	Bid Waiver
	A request to procure a product, professional or technical service for which the dollar amount exceeds the threshold as amended outside the public bidding process. Waiver criteria are governed by N.J.S.A. 52:34-9 and 52:34-10 and include narrow and limited exceptions to the open public bidding statutes enumerated under the UMDNJ Bid Waiver Policy. A bid waiver shall be granted on a one time basis for a specific item from a vendor and for a specific dollar amount. 

	Blanket Waiver
	 A blanket waiver is granted for a recurring need and may include multiple items from multiple vendors to be procured within a specific Fiscal Year. It authorizes the University to procure a product, professional or technical service for which the dollar amount will exceed the threshold as amended outside the public bidding process. The Board of Trustees may authorize blanket waivers exclusively for: grant subcontracts, group purchasing organizations, organ transplants, blood products, and outside legal counsel.

	Bid Waiver Coordinator
	The Bid Waiver Coordinator is responsible for working in conjunction with the requesting department to assist in the preparation of waiver requests, and to review and recommend either approval or disapproval of waiver requests based on state statutes, regulations, and an evaluation of propriety of the waiver of public bid and the necessity for the goods or services to be procured. In the event that the Bid Waiver Coordinator finds that the purchase can be publicly bid, the requesting department will be notified and the procurement will be referred to the Purchasing Services Department. 

	Blowfish
	Blowfish is a keyed, symmetric block cipher.  The algorithm is in the public domain, and can be freely used by anyone.

	BOT
	Board of Trustees

	BOT Resolution
	A statement used to communicate resolution of Board of Trustees to adopt either a new policy or changes to existing policies. 

	BOT Standing Committees
	Committees created and assigned specific duties and powers by the Board consistent with the applicable statutes of the State of New Jersey that are deemed necessary or conducive to the efficient management of the University. 

	Breach
	Infraction or violation of a law, obligation, tie, or standard.

	BST
	This entity, Business Systems & Technologies, no longer exists.  It has been transitioned to ES (Enterprise Solutions.)

	Business Associate
	A person not a member of the UMDNJ workforce that on behalf of UMDNJ, its units, or any organized health care arrangement in which it participates, performs or assists in the performance of: 

· a function or activity involving the use or disclosure of individually identifiable health information, including claims processing or administration, data analysis, processing or administration, utilization review, quality assurance, billing, benefit management, practice management and repricing; or 

· any other function or activity regulated by HIPAA regulations; or 

· provides legal, actuarial, accounting, auditing, consulting, data aggregation (as defined in CFR § 164.501), management, administrative, accreditation, or financial services to or for UMDNJ and/or its units, or to or for an organized health care arrangement in which UMDNJ and or its units participate, where the provision of the service involves the disclosure of individually identifiable health information from such entities or arrangement, or from another business associate of such entities or arrangement, to the person.

	Business (Application) Owner
	Business unit that purchased the application using University funds either allocated to its budget or purchased using a grant.  The business owner could be a technology organization that maintains service-type applications such as Banner and Exchange.

	Business-Critical Function/Process
	A function or process which, if compromised, presents a severe financial, operational, or regulatory risk to the business unit and/or to the University as a whole.  A business-critical function/process may be supported by an information system owned by the business unit or by an information system that is shared across multiple units.

	Business Unit
	Applies to multiple levels of the university, such as a revenue generating unit or a functional unit (e.g., Compliance, Human Resources, IS&T, Legal, Risk Management). It may also be comprised of several departments (e.g., IS&T).


C
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	TERM  / ACRONYM
	DEFINITION

	CA
	Central Administration

	CAS
	Central Authentication Services 

	Campus Emergency Coordinator
	Designated by the Campus Key Policy Makers to be an official contact for the Emergency Operations Planning Subcommittee of the Campus Safety Committee on matters involving the planning, development, implementation and ongoing maintenance of the Campus EOP. 

	Campus Key Policy Makers
	A Campus level executive management team charged with the policy level decision making responsibility under a declared UMDNJ State of Emergency. The titles of this team are defined in the campus EOP. For campus specific emergency, the Campus key policy makers exercise the authority to make policy decisions regarding the incident. 

	Campus Safety Committee
	The Campus Safety Committee provides a forum for Schools/Units and Central Support Organizations to exchange information related to campus specific strategies and approaches for the implementation, of health and safety policies and enforcement and resolution of related safety and health issues. The Emergency Operations Planning Subcommittee of the Campus Safety Committee, under the direction of the appointed Chair(s) oversees the planning, development and implementation of Campus Emergency Operations Plans. 

	CCOE
	Center for Continuing and Outreach Education 

	CCOW
	The CCOW (Clinical Context Object Workgroup) is a vendor-independent

standard that allows clinical applications to share information at the point of care.

	Change
	Any activity (addition, deletion or modification) that may impact the production IT environment, as defined below.  All changes resulting in real or potential disruption of user services or resources must adhere to the IT Change Changement policy.  Editorial changes, such as changes to the content of a web site or modifications to database structures and reports, are excluded from the IT Change Management policy. Global changes to all workstations are included in this policy; however, local changes to individual workstations are excluded.

Changes are planned in response to new internal or external requirements.  Changes are categorized into three priorities: 

1. Routine changes are periodic (usually monthly) and are generally referred to as maintenance.

2. Non-routine changes are infrequent (usually less than once a month) and typically include new installations, upgrades or removal from service.

3.
Emergency changes may be routine or non-routine, but cannot wait for the next change management committee review because they are essential to continue or restore the production IT environment within a short period of time.

	Change Control Coordinator
	A person designated by IST to serve as the point of contact for Change Management and to coordinate with IT staff throughout the University, Schools and Units. The Coordinator administers the workflow and implements the procedures of this policy.

	Change Management Committee
	IT leaders’ designated representatives of each school, unit and representatives of Central Administration departments that manage the production IT environment.  Additionally, representatives from business or user groups, technical support staff and vendors may participate as necessary.

	CIA
	Corporate Integrity Agreement

	CINJ
	Cancer Institute of New Jersey, one of the nation’s 40 National Cancer Institute-designated Comprehensive Cancer Centers and the only one in New Jersey.

	Cisco Aironet Series Access Point
	A multi-band 2.4 and 5 GHz (802.11 A/B/G/N) lightweight or autonomous access point. 

	CITRIX
	A Technology solution which allows secure access to clinical applications.

	Clearing
	To use software or hardware products to overwrite storage space on the media with non-sensitive data. This process may include overwriting not only the logical storage location of a file(s) (e.g., file allocation table) but also may include all addressable locations.

	CMS
	University Change Management System

	COBIT
	Stands for Control Objectives for Information and related Technology.  It is a framework for information technology management and is published by ISACA and ITGI.

	Communication Plan
	The exchange of information about the current status of the review during the quality review process

	Compatibility
	A family of computer models is said to be compatible if certain software that runs on one of the models can also be run on all other models of the family.

	Compensatory Time
	Time accrued for time in a pay week in excess of regular scheduled work hours in a workweek. 

	Confidential Information
	The most sensitive information, which requires the strongest safeguards to reduce the risk of unauthorized access or loss. Unauthorized disclosure or access may 1) subject UMDNJ to legal risk, 2) adversely affect its reputation, 3) jeopardize its mission, and 4) present liabilities to individuals (for example, HIPAA/HITECH penalties).

	Confidentiality 
	The expectation that only authorized individuals, processes, and systems will have access to the University’s information and that information is shared or released in a controlled manner.

	Confidential & Private Information
	Information that is “sensitive” and restricted to authorized users, and which if inappropriately accessed or disclosed, lost, or stolen may expose the University to regulatory or statutory, reputational, or financial risk.  

	Conflict of Interest
	 Conflict of Interest is a divergence between an employee’s financial or other personal interests and the employee’s obligation to abide by principles of good business conduct or applicable corporate policies, such that considerations of personal gain, financial or otherwise, may influence or create the perception of influencing that employee and compromising the employee’s ability to perform his or her responsibilities in an objective an appropriate fashion. 

	Continuity
	 An extension of disaster recover, aimed at allowing an organization to continue functioning after (and ideally, during) a disaster, rather than simply being able to recover following a catastrophic event.

	Contract Management 
	The division of UMDNJ Central Administration responsible for managing, and overseeing the performance of, all contracts for the procurement of goods and services for the University. 

	Conventions and Conferences
	 A convention or conference is defined as a formal scheduled meeting of a recognized organization in which the University or Department maintains a membership or has an active area of interest. 

	COOP
	Continuity of Operations Plans – Intended to provide preplanned actions that a School, Department or Unit within the University will take should their facilities, workplace or resources become unavailable. 

	CPOE 
	Computerized Provider Order Entry

	Core Database Structure
	Consists of those database elements, tables, configuration settings, etc.,

used to provide the basic database server functionality, and are distinct from the individual overlying applications which create structures within the database.

	CORE Domain
	 A central database that contains a means for user authentication and authorization using Microsoft’s Active Directory technology. Active Directory allows an administrator to create user accounts, assign policies to those accounts, deploy software, and deploy critical software updates.

	CORE ID 
	A user account that is derived using a combination of an individual’s surname, first name, and middle initial and assigned to faculty, students, staff, contractors, consultants, and/or temporary employees, that enables authentication and authorization within the MS AD CORE Domain.

	“CORE ONLY” Guest  
	An individual who requires a UMDNJ computer system account  for a legitimate business or educational reason who is NOT classified as a paid UMDNJ Faculty member, UMDNJ Employee, or currently enrolled student. These individuals do not need to submit the same level of data as a UMDNJ Guest to have their account created. It cannot be guaranteed that these accounts will be issued a single RUID, thus multiple accounts may be created for a single user. This level of account will be allowed and granted ONLY BY the Patron(s) for Central Administration under unique conditions.  (Also known as a “Low Assurance” account, due to the reduced authentication requirements.)  These accounts will provide access to only the University’s Active Directory Domain (“Core” domain), and explicitly may not have portal or email accounts.

	Credant 
	Encryption software delivering data encryption across any endpoint - desktops, laptops, handheld devices and removable media.

	Cryptography
	A method used to disguise sensitive information (whether stored or transmitted) from unauthorized parties.  UMDNJ uses various encryption technologies to secure confidential information that is stored or transmitted.

	CST
	This entity, Core Systems & Technologies, no longer exists.  It has been transitioned to EI (Enterprise Infrastructure.)

	Customer
	Someone who buys goods or Services ... is also sometimes informally used to mean Users, for example 'this is a Customer-focused Organization'.
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	TERM  / ACRONYM
	DEFINITION

	DARM
	Division of Archives and Records of the State of New Jersey.  The principal records management advisor to state, county and municipal governments.  It is the administrative arm of the State Records Committee.

	Data-at-Rest
	 The values stored within the database tables.

	Data-in-Transit
	The data that is exchanged between the client and server.

	Database
	A collection of organized information in a regular structure, usually but not necessarily in a machine-readable format accessible by a computer.

	Database Administrator (DBA)
	The person responsible for the design, implementation, maintenance, and repair of an organization’s database.  The DBA may maintain numerous databases, whereas a DBO generally has access to one database.

	Database Owner (DBO)
	 The DBO is a user who has permission to perform all activities associated with the database.

	Data Center
	A physical location set aside to be primarily used to host servers and communications equipment.

	Data Remanence
	The residual representation of data that remains even after attempts have been made to remove or erase the data. This residue may result from data being left intact by a nominal file deletion operation, by reformatting of storage media that does not remove data previously written to the media, or through physical properties of the storage medium that allow previously written data to be recovered. Data remanence may make inadvertent disclosure of sensitive information possible, should the storage media be released into an uncontrolled environment (e.g., thrown in the trash, or given or sold to a third party).

	Data Server Functional IDs
	Accounts used by an application to access a set of data.

	Data Steward
	A Data Steward (also known as Data Custodian) is designated by the Vice President or Dean of their respective organizations to manage a body of information (or data), including electronic information.

	Data Stewardship
	Data stewardship is the operational responsibility for information classification and management of particular datasets and other information, as well as maintaining an inventory of all University Information Systems that create, process, store, or transmit the datasets and information.  "Data steward" may be used synonymously with "data custodian."  

	Data – Patient Health Care
	Includes, but is not limited, to the following:

· Patient Health Information (PHI) or Electronic Patient Health Information (EPHI)

· Patient health-care and human subjects research records

· Payment transactions related to health services

· Medical and personal information in research records

· Quality-assurance and peer-review information from patient care units

· National Practitioner Data Bank information.

	Data – Protected Research
	Includes, but is not limited, to the following:

· University proprietary information, including copyrightable and patentable information

· Proprietary information belonging to other individuals or entities, such as under a non-disclosure agreement or contract

· Library circulation records and any information about use of any library information resource in any format.

	Data  – Sensitive Business 
	Includes, but is not limited, to the following:

· Certain business records such as business plans containing competitive information, management memos discussing proposed policies, audit information, contract negotiation strategies, proposed employee wage/benefit information

· Executive session minutes from the Board of Trustees and other committees.

	Data Wiping 
	Secure erase procedure (also known as a "disk wiping") is performed when it is necessary to irreversibly delete data. The procedure is typically applied to "sensitive" data only. When you erase the file by using normal means, the corresponding references are deleted and the space formerly occupied by the file is marked as being free. However, the actual file data remains intact on the disk until the space is claimed by some other file (at which point the original data is overwritten).  Data overwritten at least once is considered beyond recovery.

	Degaussing
	To neutralize (erase) the magnetic field. Degaussing a magnetic storage medium removes all the data stored on it. An electromagnetic degausser is a device used for this purpose. Degaussing any current generation hard disk will render the drive permanently unusable. 

	Deliverables
	The end product result or service output from completing the project methodology, i.e., document.

	Departments, Schools and Units Information Technology (IT)
	Departments, Schools and Units Information Technology (IT) – the phrase encompasses all IT organizational groupings at the University and acknowledges that there are three distinct levels at which IT systems are managed:

1. Central Administration Information Systems and Technology Departments, other Central Administration departments that manage systems in the production environment, Library Services and Public Safety.

2. Schools:  Graduate School of Biomedical Sciences, New Jersey Dental School, New Jersey Medical School, Robert Wood Johnson Medical School, School of Health Related Professions, School of Nursing, School of Osteopathic Medicine and School of Public Health.

3.
Units:  University Behavioral Health Care, University Hospital.

	DES
	The Data Encryption Standard (DES) algorithm is the most widely used encryption algorithm in the world.

	Designated Record Set
	Medical or billing records about individuals maintained by or for a healthcare provider; the enrollment, payment, claims adjudication, and case or medical management record systems maintained by or for a health plan; or records used in whole or in part by or for the provider to make decisions about individuals.

	Destroying Media
	Destruction of media is the ultimate form of sanitization.  After media are destroyed, they cannot be reused as originally intended.  Physical destruction can be accomplished using a variety of methods, including disintegration, incineration, pulverizing, shredding and melting.

	Diffie–Hellman Key Exchange
	 A specific method of exchanging keys. It is one of the earliest practical examples of key exchange implemented within the field of cryptography. The Diffie–Hellman key exchange method allows two parties that have no prior knowledge of each other to jointly establish a shared secret key over an insecure communications channel. This key can then be used to encrypt subsequent communications using a symmetric key cipher.

	Directory Information
	Information identified by UMDNJ which may be released without prior consent of the student. (See Family Educational Rights and Privacy Act policy (00-01-25-05:00) for a comprehensive list of information categorized as Directory Information.)

	Disposal
	The act of discarding media with no other sanitization considerations.  This is most often done by paper recycling containing non-confidential information but may also include other media.

	Distance Education
	A formal educational process in which the student and instructor are separated by time or space and the instructional interaction, synchronous or asynchronous, may include correspondence, audio, video or computer technologies.  

	DR 
	Disaster Recovery. The ability to configure and operate systems following a hardware failure or a disaster.

	Due Care
	Steps that demonstrate the University has taken responsibility for the activities that take place within the institution, and has implemented the requisite measures to help protect its assets, including its students, faculty, staff, and the community which we serve.

	Due Diligence
	Steps that demonstrate the University has appropriately assessed and mitigated the risks of its information services and technology (new and existing).

	DxR
	A problem-based-learning software tool.
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	TERM  / ACRONYM
	DEFINITION

	Education Records
	Records that:

· contain information which is directly related to a student

· are maintained by an educational agency or institution or by a party acting for the agency or institution. 

	EHR
	Electronic Health Record

	EI 
	See Enterprise Infrastructure 

	EITS
	See Enterprise Information Technology Security.  

	Electronic Health Information
	Electronic health information (such as electronic medical records) is a computerized format of the health-care information in paper records that is used for the same range of purposes as paper records, namely to familiarize readers with the patient’s status, to document care, to plan for discharge, to document the need for care, to assess the quality of care, to determine reimbursement rates, to justify reimbursement claims, to pursue clinical or epidemiological research, and to measure outcomes of the care process.

	Electronic Information Resources
	All computing machinery, networks and communication equipment and networks.

	Electronic Protected  Health Information
	Includes, but is not limited to the following:
· Patient Health Information (PHI) or Electronic Patient Health Information (EPHI)

· Patient health-care and human subjects research records

· Payment transactions related to health services

· Medical and personal information in research records

· Quality-assurance and peer-review information from patient care units

· National Practitioner Data Bank information.
For a full explanation of what constitutes protected health information, see University policy 00-01-15-15:00, Uses and Disclosures of Health Information With and Without an Authorization.

	Electronic Personnel Action Form
	Allows for online personnel transaction submitting, routing, approval, and application to the ERP.

	Electronic Resources
	Material (data and/or program(s)) encoded for manipulation by a computerized device.  This material may require the use of a peripheral directly connected to a computerized device (e.g., CD-ROM drive) or a connection to a computer network (e.g., the Internet).  Examples include, but are not limited to, e-mail, authentication / authorization directory systems such as LDAP or Active Directory, databases and web applications.

	Electronic Transportable Media 
	Including, but not limited to, CDs, DVDs, storage tapes, flash devices (e.g., CompactFlash and SD cards, USB flash drives), and portable hard drives.

	Emergency/Catastrophic Events
	  An emergency or catastrophic event may be defined as any event that overwhelms the ability of the institution to operate effectively, safely, and normally in pursuit of its mission-critical programs and activities. An emergency may be attributable to natural, technological, and/or man-made events.

	Emergency Medical Treatment and Labor Act
	EMTALA stands for the Emergency Medical Treatment and Labor Act, commonly known as the patient 'anti-dumping' law. EMTALA was designed to prevent hospitals from refusing to treat emergency patients or transferring them to charity or public hospitals due to Medicaid or other economic reasons.

	Emergency Operations Center
	Depending on the nature, scope, and magnitude of the emergency, a designated site will be set up to serve as a Campus Emergency Operations Center. Various personnel, including the IC supported by the Planning/Logistic Sections, and/or Unified Command agencies, can be present at the EOC. The Emergency Operations Center is the area where planning to support the incident will occur.

	Emergency Operations Plan
	An Emergency Operations Plan includes how the campus will establish and maintain a program to ensure an effective program of awareness, mitigation, preparedness, response, and recovery from disasters or emergencies affecting its mission critical operations. The plan is intended to serve as a guide for all UMDNJ personnel involved with any aspect of a disaster, internal or external. The EOP may be partially or fully implemented with or without a formal declaration of a UMDNJ State of Emergency.

	Employee
	An individual paid through UMDNJ payroll.

	EMOHS
	Emergency Management and Occupational Health and Safety 

	EMR
	Electronic medical records. 

	EMTALA
	See Emergency Medical Treatment and Labor Act.

	Encryption
	A method of converting information or data into a cipher or code to prevent unauthorized access.  Requires a password or other form of confirming identity to decrypt and access the information or data.

	Encryption / Decryption
	A secure method to send a message in encrypted code. The only method able to decode the message is a receiver with the correct encrypt/decrypt key. This adds a layer of security to the data conversation because if it is intercepted the message looks like a random series of letters, numbers, and characters.

	Enrollment
	Defined by registration in the student information system and begins the date of registration. Student status continues during leaves-of-absence, suspensions, and other temporary gaps in enrollment. 

	Enterprise Clinical Solutions
	Enterprise Clinical Solutions (formerly Hospital Systems & Technology), within Information Services & Technologies, encompasses University Hospital, the School of Osteopathic Medicine, the New Jersey Dental School and University Behavioral Healthcare applications and is responsible for:

·  Inpatient systems
· Outpatient ambulatory systems
· HL7 interfaces
· Imaging
· Healthcare e-commerce

· Accounts receivable systems

· Other healthcare applications.

	Enterprise Information Technology Security Team


	Consists of representatives from the Information Security Office and IST’s Enterprise Infrastructure Services department. Members of local school and unit technology organizations may become engaged in the security event or security incident response, depending on its categorization.

	Enterprise Infrastructure
	Enterprise Infrastructure (formerly CST – Core Systems and Technology), within Information Services & Technologies, is responsible for:

· servers and storage 
· database management 
· disaster recovery

· networks 
· voice communications 
· data center  

· Help Desk 
· audio /  visual

· desktop support 

· architecture 

	Enterprise Solutions
	Enterprise Solutions (formerly PMO and BST), within Information Services & Technologies, is responsible for:
· project management 
· business solutions (Banner, Document Management, etc.)
· web development/portal
· electronic research administration
· academic applications
· policies and procedures 
· IS&T human resources
· training 

· strategy and planning
· business requirements. 

	EOC
	See Emergency Operations Center 

	EOP
	See Emergency Operations Plan 

	EORF
	Electronic Order Request Form 

	EPAF
	See Electronic Personnel Action Form 

	ePHI
	See Electronic Protected Health Information 

	EPIC
	Electronic Medical Records system for the Cancer Center at University Hospital.  EPIC consists of Clinical Data Repository, ADT, Clinic Scheduling, and ER functionality.

	E-Procurement
	A generic term for the use of electronic and on-line tools to automate the

procurement environment.

	ERP
	A generic term for the use of electronic and on-line tools to automate the

procurement environment

	Essential Employees
	Selected exempt employees (faculty, house staff) and selected non-exempt employees as defined by each department head required to maintain:

· inpatient care services at University Hospital and University Behavioral Healthcare (UBHC) facilities. 

· a skeleton staff and minimum essential services in each School and Central Administration Department. 

Selected employees: 

· required to maintain a skeleton staff and minimum essential services in each school (e.g. Animal Care staff in the Research Animal Facility). 

· designated to carry out various emergency functions and duties as defined in the EOP and/or individual Continuity of Operations Plans. 

	Estimated Effort
	A delineated estimate of team/effort hours required to implement the project. 

	ETMS
	Encrypted TCP/IP Monitoring System.

	Event
	An unplanned impact on service completely outside of UMDNJ control.  Events are reported after the fact to explain unexpected changes in service delivery.

	Exempt employee
	An employee in a position designated as executive, administrative, or professional as set forth by the FLSA and which is not subject to the overtime provisions of the FLSA. 

	Extended Furlough
	A voluntary extended furlough is scheduled time away from work or duty of at least one full pay period and up to thirty (30) consecutive days.

	External Data
	Data for which the University is a gatekeeper, such as movies or media for which UMDNJ is not directly licensed, but is offering to the UMDNJ community via an external partnership.

	External Disaster
	An event that involves a disaster outside UMDNJ facilities, in the community at large, state, or region, that would require UMDNJ to mobilize its resources to provide support and/or services to external organizations and/or disaster victims, either at UMDNJ facilities or at the site of the disaster. 

	Extranet
	An extension of an institution's intranet, especially over the World Wide Web, enabling communication between the institution and people it deals with, often by providing limited access to its intranet
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	Family Educational Rights and Privacy Act
	A Federal law that protects the privacy of student education records. The law applies to all schools that receive funds under an applicable program of the U.S. Department of Education.  FERPA applies to the records of individuals from the point of first registration until death of the individual.

	FERPA
	See Family Educational Rights and Privacy Act. 

	FIAC
	Finance, Investment and Administration Committee 

	FIPS 
	Federal Information Processing Standards. 

	Firewall 
	A computer positioned at a single focused point of entry for external users over unsecured public networks, such as the Internet, into an internal trusted network; firewalls can be configured to monitor and regulate messages passing into and out of the private network, or prevent particular programs from passing through.

	FISMA
	Federal Information Security Management Act


	FLSA
	Fair Labor Standards Act.

	FPM&C
	Facilities Planning, Management, and Construction

	FTE
	Full Time Equivalent

	Functional Policy
	A Functional Policy is applicable to particular functional areas within the University, specifically Enterprise Infrastructure, Enterprise Solutions, Enterprise Clinical, UH, Finance & Ops, ISO, UBHC and SOM. It does not apply to RWJ or any other unit not a part of central IT. The policy is reviewed and approved only by stakeholders within the given functional area.  Once reviewed and approved by functional area representatives, the functional policy is posted only to UMDNJ’s internal web site.
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	GCRC
	General Clinical Research Centers (GCRCs) are a national network of

approximately 78 centers usually located in units within hospitals of

academic medical centers. Their primary mission is to provide a research

infrastructure for clinical investigators who receive their primary support from

NIH components as well as other Federal agencies.

	Generic Account
	An account that is not derived using the Faculty, Staff or Student naming convention It is shared among a group of individuals, and typically used for devices like kiosks and clinical workstations. There is no corresponding employee account (i.e., RUID).

	GENIUS
	UMDNJ's grant opportunity solution.

	 GLBA 
	See Gramm-Leach-Bliley Act.

	Goods and Services
	 All goods, products, equipment, supplies and professional or technical services of any and all kinds and types which may be purchased, leased or otherwise acquired by the University. 

	Google+
	 Pronounced and sometimes written as Google Plus, sometimes abbreviated as G+, it is a social networking and identity service operated by Google, Inc.

	Government Entity
	 Any officer, commission, agency or authority of the State or of any political subdivision thereof, including subordinate boards thereof. 

	Government Records
	Under the Open Public Records Act, any record that has been made, maintained or kept on file in the course of official business or has been received in the course of official business by any officer, commission, agency or authority of the state or of any political subdivision thereof. The term does not include inter-agency or intra-agency advisory, consultative or deliberative material.

	GLBA
	See Gramm-Leach-Bliley Act

	Gramm-Leach-Bliley Act
	Requires academic institutions to implement policies and controls for protecting financial information.  An institution that is compliant with FERPA is considered compliant with GLBA.

	GRC
	The information security governance, risk, and compliance (GRC) framework necessary to safeguard UMDNJ’s electronic information and information systems. 

	GSB/GSBS
	Graduate School of Biomedical Sciences

	Guest Account
	Accounts provisioned to individuals not employed by UMDNJ, but who have a justifiable business reason to access University resources.
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	HCPRREA
	Health Care Professional Responsibility & Reporting Enhancement Act 

	Healthcare Entity
	 A healthcare facility licensed pursuant to P.L.1971, c.136 (C.26:2H-1 et seq.); a health maintenance organization authorized to operate pursuant to P.L. 1073, c.337 (C.26:2J-1 et seq.); a carrier which offers a managed care plan regulated pursuant to P.L.1997, c.192 (C.26:2S-1 et seq.); a state or county psychiatric hospital; a state developmental center; a staffing registry; and, a home care services agency as defined in section 1 of P.L.1947, c.262 (C.45:11-23). The following University healthcare units meet the definition of “healthcare entity:” 

· University Hospital 

· University Behavioral HealthCare 

· Eric B. Chandler Health Center.

	Health Care Operations
	Health care operations are certain administrative, financial, legal, and quality improvement activities of a covered entity that are necessary to run its business and to support the core functions of treatment and payment. These activities, which are limited to the activities listed in the definition of “health care operations” at 45 CFR 164.501, include:

· Conducting quality assessment and improvement activities, population-based activities relating to improving health or reducing health care costs, and case management and care coordination;

· Reviewing the competence or qualifications of health care professionals, evaluating provider and health plan performance, training health care and non-health care professionals, accreditation, certification, licensing, or credentialing activities;

· Underwriting and other activities relating to the creation, renewal, or replacement of a contract of health insurance or health benefits, and ceding, securing, or placing a contract for reinsurance of risk relating to health care claims;

· Conducting or arranging for medical review, legal, and auditing services, including fraud and abuse detection and compliance programs;  Business planning and development, such as conducting cost-management and planning analyses related to managing and operating the entity; and

· Business management and general administrative activities, including those related to implementing and complying with the Privacy Rule and other Administrative Simplification Rules, customer service, resolution of internal grievances, sale or transfer of assets, creating de-identified health information or a limited data set, and fundraising for the benefit of the covered entity.

	Healthcare Professionals
	 Individuals, whether paid or unpaid, licensed or authorized to practice a healthcare profession regulated by the Division of Consumer Affairs and other professional and occupational licensing boards including physicians, podiatrists, nurses, pharmacists, physical, occupational and respiratory therapists, nurses aides and personal assistants, psychologists, psychoanalysts, social workers, professional counselors, drug and alcohol counselors, speech and language pathologists, optometrists, opticians, dentists, orthotics and prosthetic providers, marriage and family therapists, veterinarians and chiropractors, ophthalmic dispensers and ophthalmic technicians, audiologists, and acupuncturists.

	HEAT
	Helpdesk Expert Automation Tool. IST's request management solution.

	HIMSS
	Healthcare Information and Management Systems Society

	HIPAA
	Health Insurance Portability and Accountability Act of 1996, Public Law 104-191.

	HITECH Act
	The Health Information Technology for Economic and Clinical Health Act (HITECH) is part of the American Recovery and Reinvestment Act of 2009 and includes important changes in Privacy (Title XI, Subtitle D). 

	HL7
	Standards for electronic interchange of clinical, financial, and administrative

information among health care-oriented computer systems.

	HST
	Hospital Systems & Technology no longer exists. A division of Information Services & Technologies, it has been transitioned to Enterprise Clinical Solutions.

	https
	Secure Hyper Text Transfer Protocol

	HVAC
	Heating, Ventilation, Air Conditioning
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	ICMP
	Internet Control Message Protocol is an extension to the Internet Protocol (IP) that allows for the generation of error messages, test packets, and informational messages related to IP.

	IDEA
	International Data Encryption Algorithm is a block cipher that it is also symmetric. 

	IDS
	Intrusion Detection System

	IEEE 802.1x
	A generic solution for port security that can be applied to virtually any wired or wireless network for port authentication.

	Information Risk
	The potential that a given threat will exploit vulnerabilities of an information asset, thereby causing loss or harm to the information asset.  It is measured in terms of a combination of the probability of an event and its impact to the University if the confidentiality, integrity, or availability of an asset is compromised.  A risk can be financial, operational, regulatory, and/or reputational in nature.

	Information System
	Consists of one or more components (e.g., application, database, network, or web) that is hosted in a University campus facility, and which may provide network services, storage services, decision support services, or transaction services to one or more business units.

	IMAP
	Internet Mail Access Protocol

	Incident
	The attempted or successful unauthorized access, use, disclosure, modification, or destruction of University-wide electronic information or information systems across all campuses.

	Incident Commander
	 The person in charge of the incident who will control all operations and support directly related to the response to the crisis/emergency, including assembling a team, assigning responsibilities, and providing direction and leadership, starting with the onset of the crisis/emergency and continuing through the response and recovery phases. The IC has the ultimate overall responsibility for all UMDNJ emergency activities related to the disaster; the unified command approach allows the IC to solicit assistance and ideas from other leaders with functional/technical expertise in given areas. The IC may also delegate certain responsibilities through the Command Staff (Information Officer, Liaison Officer, and Safety Officer) and/or through the General Staff (Section Chiefs - Operations, Planning, Logistics, and Finance/Administration). The use of additional personnel to occupy these various ICS positions will depend on the size, scope, and nature of the disaster, as well as the resources present and requested. If additional personnel do not populate these positions, all responsibilities for that ICS position fall back on the incident commander 

	Incident Command Post 
	Serves as the area for incident management and will be headed by the Incident Commander and may be staffed by representatives from agencies with operational roles in the incident. In the event of an internal emergency, Public Safety will, in most cases will serve as the Incident Commander, secure the scene, and establish an Incident Command Post at a safe distance from the incident site. In incidents where Public Safety is not the Primary Agency, the Primary Agency (PA) will establish the Incident Command Post. 

	Incompetence, Professional Misconduct and Unprofessional Conduct
	In determining whether a University healthcare entity must notify the Division of Consumer Affairs, these terms shall not include personal conduct, such as tardiness, insubordination or other similar behavior, which does not relate to patient care or safety.

	IDT
	 Inter-departmental transmittal. 

	Information Assets
	Information assets are defined as:

· all categories of information and data, including (but not limited to) records, files, and databases; regardless of form 
· information technology facilities, equipment and software owned or leased by the University. This includes all University IT systems and data, including personal computer systems.

· application, database, or body of information that is of value to the University.

	Information Officer
	Central point for information dissemination; part of the Command Staff. 

	Information Owner 
	A person designated by the Vice President or Dean of their respective organization and delegated the responsibility to manage and maintain the unit’s information that is stored or processed by the business unit’s applications or by an application that is used for a utility service.

	Information Risk
	The potential that a given threat will exploit vulnerabilities of an information asset, thereby causing loss or harm to the information asset. It is measured in terms of a combination of the probability of an event and its impact to the University if the confidentiality, integrity, or availability of an asset is compromised. A risk can be financial, operational, regulatory, and/or reputational in nature.

	Information Security Risk Assessment
	The purpose of the Information Security Risk Assessment (ISRA) is to identify vulnerabilities or threats that could adversely impact existing applications and databases at UMDNJ.  The Assessment report is a statement of overall compliance to UMDNJ policies, laws and regulations and to technology best practices based on ISO27002 and COBIT.

	Information System
	Consists of one or more components (e.g., application, database, network, or web) that is hosted in a University campus facility, and which may provide network services, storage services, decision support services, or transaction services to one or more business units.

	Information Systems Security Incidents
	Security incidents may include information system malfunctions, intrusions (physical or electronic), loss of power or communications services, mistakes by users, or access violations, and may be external or internal in nature.

	Institutional Data and Information
	All information collected, built, created, discovered, generated, stored, purchased or leased by the University or its employees, students and agents, to support the University’s research, teaching, service and patient care missions and its financial and administrative activities, regardless of the medium, form or location.

	Integrity
	The expectation that information will be protected from intentional, unauthorized, or accidental changes. 

	Intermittent Furlough
	A voluntary intermittent furlough is: (a) a reduced number of work hours in a day (for non-exempt employees only); (b) a reduced number of work days in a week, or (c) random days off during the work week. All of these options shall not exceed a total of thirty (30) days. 

	Internal Audit
	Internal Audit provides an independent and objective assurance service designed to add value and improve operations through improved controls.  Internal Audit helps UMDNJ accomplish its objectives by applying a systematic, disciplined approach to evaluate and assess the effectiveness of risk management, control and governance processes.

	Internal Disaster
	An event that impacts UMDNJ’s physical plant or mission-critical facilities, or the ability to adequately staff a facility or carry out mission-critical activities, and may require student, employee, volunteer, contractor, visitor, and/or patient relocation or evacuation (examples include, but are not limited to, the following: bomb threats, fires, explosions, nuclear/biological/chemical contaminants or spills, building damage, massive failure of a utility system, severe staff shortages, etc.). These events may or may not include response from external (non-UMDNJ) organizations.

	Internal and External Disaster
	An event that includes elements of both an internal and external disaster (e.g. massive chemical leak or flood that threatens the Facility or entire Campus). 

	Internal Information
	Data that is owned by the University, is not classified Confidential or Private, and is not readily available to the public.  For example, this includes employee and student identification numbers and licensed software.

	International Travel
	Official University Business outside of the United States. 

	Interoperability
	A property referring to the ability of diverse systems and organizations to work together (inter-operate). The term is often used in a technical systems engineering sense, or alternatively in a broad sense, taking into account social, political, and organizational factors that impact system to system performance.

	Internet
	A combination of international, national, state and local electronic networks employing a common set of protocols that enables people around the world rapidly and easily to access and exchange information, regardless of origin or location, and provide and receive services. 

	IRB
	An Institutional Review is a committee that, according to federal law, must evaluate the potential physical or psychological risk of research involving human subjects. All proposed human research just be reviewed and approved by an IRB before experimentation begins. This includes any surveys or questionnaires to be used in a project. 

	ISACA
	Information Systems Audit and Control Association - An organization that provides information and guidance on auditing controls for information systems.  

	ISAP
	Information Security Awareness Program 

	ISCP
	The Information Security Compliance Program monitors accomplishments of identified IT security goals, objectives and their progress toward stated targets, legislation, regulation, applicable standards, and internal institution requirements.

	ISO
	Information Security Office.

	ISRA
	The purpose of the Information Security Risk Assessment is to identify vulnerabilities or threats that could adversely impact existing applications at UMDNJ. The Assessment report is a statement of overall compliance to UMDNJ policies, laws and regulations and to technology best practices based on ISO27002 and COBIT.

	ISRM
	Information Security Risk Management entails identifying, assessing, and mitigating risks, threats, and vulnerabilities to the University’s information assets. 

	IS&T
	Information Services and Technology for Central Administration. 

	IS&T Leaders
	The group of individuals designated as leads for their respective central administration area (i.e., Enterprise Solutions, Enterprise Infrastructure, Enterprise Clinical Solutions, High Performance and Research Computing, BST, CST, PMO, Finance and Operations, Information Security Office) or an individual school or unit (NJDS, NJMS, SOM, RWJMS, UBHC, UH, etc.).  Positions may be Asst. Directors, Managers, Analyst I, etc.

	IS&T Management 
	The group of individuals designated as the head of their respective central administration area (i.e., Enterprise Solutions, Enterprise Infrastructure, Enterprise Clinical Solutions, High Performance and Research Computing, BST, CST, PMO, Finance and Operations, Information Security Office) or an individual school or unit (NJDS, NJMS, SOM, RWJMS, UBHC, UH, etc.) and attend the regularly scheduled IS&T leadership meetings held by the VP of IS&T.

	ISTP
	Information Security Training 

	IS&T Policy and Procedure Group
	The staff within IS&T that is responsible for maintaining the integrity of the life cycle management process by providing development or consulting assistance to all IT divisions and staff for policies that are approved by either the VP, Information Services and Technology or that are in the Project Portfolio of Presidential policies of IT. 

	IS&T Project Manager 
	Individual accountable for accomplishing the stated project deliverables.

	IS&T Policy Review Committee
	Standing committee comprised of stakeholders in management positions representing key functional areas to review and rationalize proposed revisions to existing policies or proposals for new policies. 

	ISO
	UMDNJ Information Security Office 

	ISO
	International Organization for Standardization – A consortium of industry representatives from around the world. It promotes worldwide industrial and commercial standards.  Its standards often become law through treaties or national standards.

	Issue Tracking Number
	A record of a customer issue, used to track information and activity, generated by calling 732.743.3200 or by emailing isthelp@umdnj.edu

	IT
	Information Technology for all UMDNJ entities.

	ITES
	Instructional Technology and eLearning Solutions. eLearning department which services all UMDNJ enterprise-wide academic technology applications including the learning management system.  

	 ITGI
	Formed by ISACA, the organization focuses on original research on IT governance and related topics, the IT Governance Institute (ITGI) exists to assist enterprise leaders in their responsibility to ensure that IT is aligned with the business and delivers value, its performance is measured, its resources properly allocated and its risks mitigated..

	IT Group
	An Information Technology group is comprised of employees who support the information technology function for the University, or a particular school, or a particular unit. The IT group may or may not provide support to a particular location.

· The IT groups that support the University are departments under Central Administration, Information Services and Technology, for example:  Business Systems & Technologies, Core Systems & Technologies and Project Management Office.

· The IT groups that support a school are departments under a school, for example:  New Jersey Medical School, Robert Wood Johnson Medical School and School of Osteopathic Medicine.

· The IT groups that support a unit are departments under a unit, for example:  University Behavioral Health Care, University Hospital.

	ITIL
	The Information Technology Infrastructure Library (ITIL) is an international standard for IT service management. ITIL provides a framework of practices that unite all areas of IT service provision toward a single aim – delivering value to the business.

	IT Leader
	A member of the IT Leadership Committee. The committee is comprised of principal IT professionals from across the University, representing all aspects of the University IT environment. The meetings are held monthly and chaired by the CIO.

	IT Leaders
	The group of individuals designated as leads for their respective central administration area (i.e., Enterprise Solutions, Enterprise Infrastructure, PMO, OPS) or an individual school or unit (NJMS, SOM, RWJMS, UBHC, etc.).  Positions may be Asst. Directors, Managers, Analyst I, etc.

	IT Management
	The group of individuals who are the head of their respective central administration area (i.e. BST, CST, PMO, OPS) or an individual school or unit (NJMS, SOM, RWJMS, UBHC, etc.) and attend the regularly scheduled IS&T leadership meetings held by the Chief Information Officer.

	IT-PRC
	The Information Technology – Policy Review Committee is a standing committee comprised of stakeholders in middle management positions representing key IT functional areas that review and approve revisions to existing policies and procedures or proposed policies and procedures.

	IT-PRG
	Policy Review Group – A standing committee comprised of stakeholders in middle and senior management positions representing key functional areas designated by the President to review and rationalize proposed revisions to existing policies or proposals for new BOT or Presidential policies.

	IT Service
	A Service provided to one or more Customers by an IT Service Provider. An IT Service is based on the use of Information Technology and supports the Customer's Business Processes. An IT Service is made up from a combination of people, Processes and technology and should be defined in a Service Level Agreement.
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	Job Performance
	Suitability of the employee for re-employment at a healthcare entity as well as the employee’s skills and abilities related to future employment at a healthcare entity.
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	LANDesk
	Desktop management software

	Large Scale Project 
	See Project Size.

	LDAP 
	Lightweight Directory Access Protocol

	LEAP
	See Lightweight Extensible Authentication Protocol

	Least Privilege
	Giving every user, task, and process the minimal set of privileges and access required to fulfill their role or function.  This includes access to information systems and facilities.
 Least privilege access provides the user with: 

· a UMDNJ Portal account

· an ANGEL Learning account

· a UMDNJ Core (Active Directory) account.

These items are considered to be the “base level of service” for UMDNJ users.

	Liaison Officer
	 Designated by the Incident Commander to serve as an official UMDNJ contact with the various internal UMDNJ agencies, as well as the Fire and Police Departments, Local and County Offices of Emergency Management, and/or other external emergency responders during a partial or full activation of the UMDNJ EOP; part of the Command Staff. 

	Life Cycle Management of Policies
	Managing the overall process encompassing the creation and adoptions of new policies, review of existing policies to affirm appropriateness, revise them to address changes in requirements and rescind them when no longer relevant or effective. 

	LiFT
	Large Information File Transfer service.
 Secure file transfers to share large files with third parties.

	Lightweight Extensible Authentication Protocol
	Uses TKIP and dynamic WEP keys rather than PKI and TLS for authentication confidentiality. 

	Luminis
	The University is licensed for the Luminis portal and content management suite. The Luminis Platform provides the solid foundation of portal features and is integrated with the enterprise Banner application and infrastructure required to support the institution’s digital campus needs. Luminis Content Management Enterprise Edition decentralizes and streamlines the creation and management of Web content across the institution's internal and external (.edu) Web sites. Its powerful yet easy-to-use tools enable those most responsible for campus information deployment - non-technical department personnel, faculty, administrators, and group leaders - to generate Web and intranet content according to standardized processes, policies, and design.
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	Managed Environment
	Any device that is in the UMDNJ Active Directory Core Domain and contains installed enterprise software applications for desktop management and antivirus.

	MarketPlace
	An e-procurement system used by the University.

	MDM
	Mobile Device Management

	Media
	Refers to digital media used in computer storage devices. Examples of such media include magnetic disks, cards, tapes, and drums, punched cards and paper tapes, optical disks, barcodes and magnetic ink characters.

	Medium Scale Project
	See Project Size.

	Metadata
	Data about data contents.

	Mobile Communication Device
	Any cellular phone, pager, personal digital assistant (PDA) or wireless device that is either owned by UMDNJ or by an individual conducting University business. 

	Mobile Computing Device
	Including, but not limited to, laptops, netbooks, smartphones (BlackBerry, iPhone, etc.) and mobile broadband cards (also known as AirCards® and connect cards). 

	MOU
	Memo of Understanding

	MPI 
	Master Patient Index. A mechanism for reconciling patient identities across

disparate systems and even within a common system..
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	NAC
	Network Access Control

	Network
	A computer network, often simply referred to as a network, is a collection of computers and devices interconnected by communications channels that facilitate communications among users and allows users to share resources. Networks may be classified according to a wide variety of characteristics. A computer network allows sharing of resources and information among interconnected devices.

	Network Manager
	Network managers are IST personnel.  IST is responsible for the University’s network.  

	Network  Segregation
	Separates one Network into two LANs

	NIC
	The network interface card (NIC) that physically makes the connection between the computer and the network cable.

	NIH
	National Institutes of Health.

	NIST
	The National Institute of Standards and Technology is the agency which develops and administers Baldrige Award criteria. Congress established the Malcolm Baldrige National Quality Award to enhance U.S. competitiveness by promoting quality awareness, recognizing quality achievements of U.S. companies and identifying successful performance strategies. Since then, leaders in education and health care have come to realize that the concepts embodied in the Baldridge Award criteria could help improve the delivery of education and health care through a focus on well-defined goals and the application of a holistic approach to meeting constituent needs.

	NJDS
	New Jersey Dental School

	NJMS
	New Jersey Medical School

	Non-Exempt Employee
	Staff employees classified as “Non-Exempt” must be paid on an hourly basis and receive overtime pay at a rate of not less than one and one half times (1.5x) their regular rate of pay after 40 hours of work in a work week. Non-exempt staff employees must be compensated either by cash payment or compensatory time off at the discretion of the department’s management.  A non-exempt employee is subject to the overtime provisions of the FLSA.

	Non-Substantive Policy Changes
	All changes that are relatively minor, pertaining primarily to technical or medical issues, position titles, definitions, procedures, corrections of language, etc. with no/minimal impact on the way the business is conducted in support of mission-critical operations. 
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	OECCI
	Office of Ethics, Compliance, and Corporate Integrity

	OEM
	Office of Emergency Management

	Official University Business
	All business travel, including attendance at meetings and any other gatherings, that is approved by the appropriate authority. Board of Trustees meetings and board committee attendance are included in this category. 

	Official University Internet Websites and Web Pages
	Provide information to the public about established University-recognized entities, such as its schools, patient-care units, administrative offices, research institutes, centers and programs, educational programs, clinical centers, institutes and programs. 

	On-Call 
	Refers to time spent by an employee who is not currently working on the premises of the place of employment, but who is compensated for availability, or as a condition of employment has agreed to be available to the premises on short notice if necessary.

	OPPM
	Office of Policy and Procedure Management – The OPPM is charged with maintaining the integrity of the life cycle management process for policies that are approved by either the President or the Board of Trustees by providing consulting assistance to all University officers and/or their designees.  This role encompasses managing the overall process for the creation and adoption of new policies, review of existing policies to affirm appropriateness, revising them to address changes in requirements and rescind them when no longer relevant or effective.

	OPS
	Finance and Operations. 

	OPRA
	Open Public Records Act of New Jersey.

	OWD
	Office of Workplace Diversity 
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	PAN
	Primary Account Number.

	Patient Health Care Information
	Includes, but is not limited, to the following:

· Patient Health Information (PHI) or Electronic Patient Health Information (EPHI)

· Patient health-care and human subjects research records

· Payment transactions related to health services

· Medical and personal information in research records

· Quality-assurance and peer-review information from patient care units

· National Practitioner Data Bank information.

	Patron
	A salaried individual within a school/unit who works with the Authorizing Agent and is responsible for collecting and processing data for Guest Provisioning; exceptions to this guideline must be approved by IT Leadership. This individual must have an active UMDNJ Portal account. This account must have the appropriate authorized role as a Patron.

	Payment
	“Payment” encompasses the various activities of health care providers to obtain payment or be reimbursed for their services and of a health plan to obtain premiums, to fulfill their coverage responsibilities and provide benefits under the plan, and to obtain or provide reimbursement for the provision of health care.

In addition to the general definition, the Privacy Rule provides examples of common payment activities which include, but are not limited to:

· Determining eligibility or coverage under a plan and adjudicating claims;

· Risk adjustments;

· Billing and collection activities;

· Reviewing health care services for medical necessity, coverage, justification of charges, and the like;

· Utilization review activities; and

· Disclosures to consumer reporting agencies (limited to specified identifying information about the individual, his or her payment history, and identifying information about the covered entity).

	PC
	President’s Cabinet – A standing forum comprised of the President and his/her senior management team responsible for policy level decision making.  Recommendations for significant changes in existing policies or adoption of new BOT or Presidential policies must be reviewed and signed off by the PC.  Additionally, at PC’s direction, specific policy proposals are presented to the Board of Trustees for final review/approval. 

	PCI
	Payment Card Industry.

	PCI DSS
	Payment Card Industry Data Security Standard – A worldwide information security standard defined by the Payment Card Industry Security Standards Council. The standard was created to help payment card industry organizations that process card payments prevent credit card fraud through increased controls around data and its exposure to compromise. The standard applies to all organizations that hold, process, or exchange cardholder information from any card branded with the logo of one of the card brands.

	PCR
	Policy Communications Report – A document summarizing the highlights of the BOT or Presidential policy, e.g. purpose of the policy and principle provisions or changes depending on whether it is for a new or a revised policy. 

	PDA
	A Personal Digital Assistant is a handheld computer for managing contacts, appointments and tasks. It typically includes a name and address database, calendar, to-do list and note taker, which are the functions in a personal information manager. Wireless PDAs may also offer e-mail and Web browsing, and data are synchronized between the PDA and desktop computer via USB or wireless. If the PDA includes a phone, it falls into the smartphone category.

	PHI
	See ePHI. 

	PHR
	Personal Health Record.

	PEAP
	See Personal

	Personally Identifiable Information
	 Personal information not made lawfully available to the general public from federal, state or local government records. This also includes information related to a person’s medical, educational, and financial records that are non-public. Particularly, individual’s first name or first initial and last name linked with any one or more of the following data elements: 1) Social Security numbers; 2) driver’s license number or State identification card number; 3) account number or credit or debit card number, in combination with any required security code, access code, or password that would permit access to an individual’s financial account; or 4) dissociated data that, if linked, would constitute personal information.

	Physical Resources
	Items issued to a student or employee that are owned or leased by a University entity.  Examples include, but are not limited to computers, books, tools, keys, cell phones, pagers and uniforms.

	Physical Safeguards
	Physical measures to protect the facilities that house the University’s information assets.

	Physical Security
	Physical security means either having actual possession of a computer at all times, or locking the computer in an unusable state, for example, in a hotel safe or locking it a to an object that is immovable. 

	PIA
	Policy Impact Analysis – The analysis done by the “Owner” or the designated “Author” to demonstrate whether the risk or value is sufficient to warrant the dedication of resources needed for developing and implementing BOT or Presidential policy, and that the purpose and goal of the proposed policy cannot be accomplished in a different way. 

	PKI
	See Public Key Infrastructure.

	PMO
	Project Management Office – The central administration IS&T department that sets the project direction, and monitors and provides training on how University personnel should successfully run projects.

	Policy
	University policies are official directives which mandate requirements or constraints and establish boundaries for conduct of members of the UMDNJ community to: 

· enhance missions and strategic goals; 

· reduce institutional risks and enhance internal controls; 

· establish delegation of authority and responsibility; 

· promote compliance with federal, state and other applicable laws and regulations 

· promote operational alignment, consistency and efficiency

	Policy Adopted Date
	Date the policy was approved / adopted.  Once entered this date should not change.

	Policy Amended Date
	Date the policy is changed / amended.  

	Policy Last Reviewed Date
	The date the policy is first created and approved (Adopted Date) is also the Last Reviewed Date.

When the policy is reviewed, generally every two years, for continued validity / applicability the Policy Last Reviewed Date is updated. 
If a policy is amended / changed, the Amended Date equals the Last Reviewed Date. 

	Policy Portfolio
	A collection of policies that are within the purview of specific “Owner(s)” as determined by the delegation of authority and responsibility assigned.

	Policy Review Group Checklist
	A checklist for monitoring and tracking dates of communications to members regarding policy proposals.

	Portable Device
	Devices including, but not limited to, laptops, netbooks, smartphones (BlackBerry, iPhone, etc.). 

	Portfolios
	A series of projects organized into single a department portfolio consisting of data that captures project objectives, costs, timelines, accomplishments, resources and other critical factors. 

	PPM
	Project Portfolio Management System

	Privacy
	 Privacy is an individual’s desire to limit the disclosure of personal information.

	Private Information
	Sensitive information that is restricted to authorized users, and which, if inappropriately accessed, disclosed, lost, or stolen may expose the University to regulatory, statutory, reputational, or financial risk.  

	Privileged Access
	Privileged access (often called root access) is access to an operating system or database administration tools and interfaces for enterprise systems or systems housing confidential data or information. 

	Procedures
	University procedures describe a process, the steps taken to comply with a policy. Procedures define who (title, not the actual name of a person) does what when (in what sequence, not clock time). Procedures explain inter-departmental activities (while work instructions are activity-specific instruction to be carried out usually by a single associate or by a small team within one department.)

	Process  Flow
	Provides a graphic depiction of the goal of the business process and the required steps to reach the goal.  Defines the work performed, where and how it is performed, and by whom. 

	Procurement
	Obtaining equipment through redeployment, purchase, grant or lease.

	Product Evaluation
	A process during which a product or service is left with or used by the University for a pre-determined period of time for the purpose of evaluating the capabilities and capacities of the product or service within the standard framework of its use.  

	Production IT Environment
	System components including but not limited to: server hardware and associated operating systems, virtual servers, software applications, virtual applications, networks, data storage, air-conditioning and power supply.  It also includes workstations that are part of the Managed Environment.  It includes database software but does not include databases. Under certain conditions, some aspects of virtual environments do not impact the production environment and are exempt from this policy.  

	Project Methodology
	Defined by the Project Management Office, the methodology defines processes that provide a common set of guidelines and tools for all IS&T employees to successfully manage a project.

	Project Size
	· Small Scale Project – Typically, a small project is departmental in focus. This may include small organizational improvements or enhancements to current methodologies. Often this can include process improvement efforts, updates or minor enhancements to an existing information system or an incremental product development project. These projects require 500 or fewer hours of effort (IS&T and stakeholder) and will have a smaller number of implementation team members.
· Medium Scale Project - A medium project is often one conducted within an individual business unit. These projects typically involve implementing new capabilities to support key business function, and can include significant process improvement projects, systems enhancements or the development and implementation of new systems to support a single business function. There may be some procurement associated with the project, whether for products, services or resources.  These projects are between 501 and 2000 hours of effort, and may have 10-15 implementation team members.

· Large Scale Project - Large projects tend to be significant and strategic organizationally-driven projects. There are usually aligned with the attainment of key strategic objectives of the organization, and will often have far reaching impact within the organization. These projects may require more extensive use of external consultants and contracting expertise, and will typically have much more complex procurement requirements.  These projects require over 2000 hours of effort, and involve larger size implementation teams – often with 30 or more team members. 

	Proprietary Encryption
	An algorithm that has not been made public and/or has not withstood public scrutiny. The developer of the algorithm could be a vendor, an individual, or the government.  

	Protected Data Related to Research
	· University proprietary information, including copyrightable and patentable information

· Proprietary information belonging to other individuals or entities, such as under a non-disclosure agreement or contract

· Library circulation records and any information about use of any library information resource in any format

	Protected Extensible Authentication Protocol
	Uses server-side PKI to build an encrypted EAP-TLS tunnel between the client and server prior to the client transmitting its authentication credentials (username, password, certs, etc.).

	Protection
	The safeguarding of information against unauthorized access either in transport or at the end points of the communication system.

	Provisioning/De-Provisioning/Cancellation
	Providing and/or removal of any computing, networking,    telephony, physical or information resources owned by, procured through, operated or contracted by the University.

	PSR
	Project Service Request. The Project Service Request (PSR) document serves as the entry point for stakeholders to submit a request for IST services.  

	Public Information
	Data that is readily available to the public, such as the data published on web sites.

	Public Key Infrastructure
	A system of digital certificates, Certificate Authorities, and other registration authorities that verify and authenticate the validity of each party involved in an Internet transaction.

	Public Record
	A public record means any paper, written or printed book, document or drawing, map or plan, photograph, microfilm, sound-recording or similar device, or any copy thereof which has been: 

· made or is required by law to be received for filing, indexing, or reproducing by a government entity in the course of entity business, or 

· received and/or retained by a government entity in the course of entity operations.

	Purchasing Services
	The division of UMDNJ Central Administration responsible for overseeing the procurement of all goods and services for the University.

	Purging
	A media sanitization process that protects the confidentiality of information against attack.  For some media, clearing media would not suffice for purging.  


Q
(Return to Index)
	TERM  / ACRONYM
	DEFINITION

	QOS 
	Quality of Service. A reference to a measure of network performance

	Quality
	Quality includes integrity, accuracy, consistency, completeness, timeliness and currency.
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	RC5
	In cryptography, RC5 is a block cipher notable for its simplicity. The Advanced Encryption Standard (AES) candidate RC6 was based on RC5.

	Recording Device
	Any device used to record or intercept any wire, electronic, oral or visual communication, to include, but not limited to, mobile communication devices, including those with picture messaging, tape recordings, other photo devices and the transmission of images through e-mail systems.

	Removable Media
	Media including, but not limited to, CDs, DVDs, copier hard drives, storage tapes, flash devices (e.g., CompactFlash and SD cards, USB flash drives), and portable hard drives. 

	Remove/Deactivate Asset
	Disable an individual’s access to the asset. (Refer to the University’s Legal    Management and/or the Office of Ethics, Compliance, and Corporate Integrity for policies for removal of data stored within the asset).

	Request For Information (RFI)
	A purchasing document developed for the purpose of gathering specific information or feedback from vendors pertaining to a product or service. It is not a bidding document. 

	Request For Proposal (RFP)
	A purchasing document created to provide the most cost effective solution based upon detailed specifications used for soliciting proposals or offers to provide the goods and/or services specified therein. This document is used for high profile, critical procurements that generally exceed a public bid threshold (for amount please refer to http://www.umdnj.edu/purchweb/faq/), the threshold amount as determined by the Governor every two years. 

	Request For Quotation (RFQ)
	A purchasing document used to purchase items generally under the prevailing public bid threshold. This document contains detailed specifications and is kept simple so a contract can be executed quickly. 

	Requisition
	A requisition serves as the document through which employees submit requests for the purchase of goods and services. 

	RHIO
	Regional Health Information Organization. A concept endorsed by the

federal government which establishes regional capability to provide needed

information at the point of care

	Risk Assessment
	An assessment conducted by the business stakeholders that identifies potential threats to the university’s mission, prioritizes those threats into risk levels, identifies mitigating controls and safeguards that can reduce the risks to acceptable levels, and creates an action plan to implement those mitigating controls. 

	Rogue Device
	Any device not authorized for use on the UMDNJ network. 

	RSA
	 In cryptography, RSA is an algorithm for public-key cryptography. It is the first algorithm known to be suitable for signing as well as encryption.

	RUID
	Reserved User ID, also known as an employee account. This account is derived using the Faculty, Staff and Student naming convention. The RUID is comprised of an individual’s surname, first name and middle initial.

	RUID Account
	Accounts that are derived utilizing the University RUID naming convention and assigned to Faculty, Staff and Students.

	RWJ / RWJMS
	Robert Wood Johnson Medical School
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	Safety Officer 
	Detects and has emergency authority to stop and correct unsafe situations; part of the Command Staff. 

	Sanitize
	Process to remove information from media such that data recovery is not possible. It includes removing all classified labels, markings, and activity logs

	SAS70
	A SAS70 report is a Statement on Auditing Standards No. 70.   The report defines the standards an auditor must employ in order to assess the contracted internal controls of a service organization.

	SAT
	Security Awareness Training is a method to inform users about the importance of protecting information technology systems and assets.  SAT teaches security key concepts and best practices, such as creating a strong password, protecting mobile data, following IT Security policy, and reporting security incidents. 

	Schools  
	There are eight schools within the University:

1. Graduate School of Biomedical Sciences
2.  New Jersey Dental School 
3. New Jersey Medical School 
4. New Jersey School of Nursing 
5. Robert Wood Johnson Medical School 
6. School of Health-Related Professions 
7. School of Osteopathic Medicine 
8. School of Public Health.

	School Official
	Includes: 

· a person employed by the University or acting in an administrative, supervisory, academic, research or support staff position (including law enforcement personnel and health care staff) 

· a person or company with whom the University has contracted (such as an attorney, auditor or collection agent) 

· an administrator or faculty member from an institution with which UMDNJ has an academic or clinical affiliation who has a legitimate educational interest 

· a person serving on the Board of Trustees

· a student serving on an official School committee, such as a disciplinary or grievance committee, or assisting another School official in performing his or her tasks.

	SCSI
	A Small Computer System Interface that is an ultra-fast, high-power communications bus that connects up to 15 devices to a computer.

	SCT 
	Vendor for UMDNJ’s Student information system and financials (Banner)

	SDLC
	The Systems Development Life Cycle (SDLC), or Software Development Life Cycle in systems engineering, information systems and software engineering, is a process of creating or altering information systems, and the models and methodologies that people use to develop these systems.
In software engineering the SDLC concept underpins many kinds of software development methodologies. These methodologies form the framework for planning and controlling the creation of an information system: the software development process.

	Sanitize Data
	Data sanitizing or purging is the removal of sensitive data from a system or storage device with the intent that the data cannot be reconstructed by any known technique. Purging, proportional to the sensitivity of the data, is generally done before releasing media outside of control, such as before discarding old media, or moving media to a computer with different security requirements.

	Secure Messaging
	Secure Messaging is the automatic process of: 

· Identifying outbound email that contains Protected Health Information (PHI)
·  Encrypting the email messages that have been identified as containing PHI
· Sending encrypted email using encryption software. 

UMDNJ currently uses ZixCorp’s Best Method of Delivery™ for secure messaging.

	Secure Sockets Layer
	Cryptographic protocol that provides communication security over the Internet. SSL encrypts the segments of network connections above the Transport Layer, using asymmetric cryptography for privacy and a keyed message authentication code for message reliability.

	Security
	Consists of measures to protect the confidentiality, integrity and availability of information and the information systems used to access it.

	Security Awareness Training Program
	The vehicle for disseminating security information for the UMDNJ Community.  Establishing and maintaining an information security awareness and training program will help to protect UMDNJ’s vital information resources.

	Security Event
	A possible unauthorized attempt to compromise the confidentiality, integrity, or availability of the University’s electronic information or information systems. It may be a local threat that can or has evolved to present a larger risk to the University.

	Security Incident
	An actual or possible breach of the University’s safeguards that protect its electronic information and information systems and presents a significant risk to the University.

	Security Incident Response Team
	Consists of representatives from the Information Security Office, IST, Office of Emergency Management, Office of Legal Management, Office of Ethics, Compliance and Corporate Integrity, and Department of Public Safety. 
Members of other UMDNJ organizations may become engaged in the incident response, depending on its categorization.

	SEI
	Sensitive Electronic Information – Includes electronic information that is protected by state or federal regulations. As such, it includes Protected Health Information (PHI) as defined under HIPAA regulations, as well as information governed by GLBA and other applicable regulations.

	SEI Officer
	The individual with unit-specific responsibility for publishing and disseminating policies, developing procedures, tracking SEI security training, and assisting with SEI security breaches.  The SEI Officer could be a HIPAA Officer, a GLB Officer, a FERPA Officer, or any other Officer designated to comply with the other applicable state and federal regulations.

	Self-Audit
	Self-auditing is a process by which an individual, organization, or business takes ongoing internal steps to objectively analyze, monitor, and evaluate itself without external guidance or oversight. Analysis may include a comprehensive scrutiny of business expenditures and computer system log files to determine usage, resource availability, and possible abuse. The steps to monitor may include establishing methodologies for streamlining and automating the ability to continually determine proper allocation of resources and assets. The eventual goal of self-auditing is to create a quantifiable assessment indicating areas where revisions or improvements in desirable business practices may be needed. 

	Sensitive Business Information
	Includes, but is not limited to: 

· certain business records such as business plans containing competitive information, management memos discussing proposed policies, audit information, contract negotiation strategies, proposed employee wage/benefit information

· executive session minutes from the Board of Trustees and other committees.

	Separation Categories
	Employees (faculty and staff):
· Death – Employee is deceased.

· Involuntary Separation – Termination due to reasons constituting just cause by the University, or release during the probationary or introductory period.

· Layoff/Reduction in Force – Termination based upon an action initiated by a department head as a result of the elimination or reductions in positions, funding, and grants, reduced or changed work requirements, or departmental reorganization.

· Non-reappointment (faculty only) – Written notice that a term appointment is not to be renewed upon expiration (as defined in the University Bylaws).

· Resignation – Voluntary separation from the University initiated by an employee.

· Retirement – Voluntary separation from the University upon meeting the State of New Jersey’s categorization as retired based on eligibility rules established by the State and requires application to the Division of Pensions and Benefits. 

· Suspension – Stage in disciplinary process where an employee is removed with or without pay from his or her job for a certain time.

· Termination – Cessation of the employment relationship between the University and employee.

· Termination At-Will (faculty only) – The service of individuals in any qualified rank may be terminated at will by the Dean of the schools (as defined in the University Bylaws).

· Transfer – Move from one position to another.

Students:

· Death – Student is deceased.

· Graduate – Student who has successfully completed the requirement for their specific program of study and has passed through a school approval process if it exists. 

· Suspension – Situation in which a student is barred from enrollment for a specified period of time due to failure to meet academic standards or violation of School/University policies.  There may be requirements placed upon the student for activities that must be undertaken during the suspension in order to be eligible for reinstatement or readmission.  School policy determines whether a student is reinstated or readmitted following suspension.

· Transfer – Move from one UMDNJ school to another

· Withdrawn – Situation in which a student’s enrollment is officially terminated (either voluntarily through approved application by the student or by the School’s administrative action as a result of student’s failure to re-enroll, or involuntarily due to the decision of school personnel); readmission to that School may require formal re-application

	Server
	A physical or virtual computer that serves either data, files, applications, or services to other computers and is used for UMDNJ business purposes.

	Server Life Cycle
	A cycle that starts at the conceptualization of a server and completes at the end of its functional purpose. Cycle includes server procurement, implementation, maintenance and decommissioning.

	Service
	Delivering something of value to a Customer that is not goods (physical things with material value). Examples of Services include banking, legal support or e-mail. Service is also used as a synonym for IT service.

	Service Accounts
	Accounts created by UMDNJ’s Active Directory or Domain Administrators teams to satisfy specific functions, such as communications between systems or to facilitate other operational requirements.

	Service Desk
	The university technology service team that receives and handles requests for technical support and requests for new or changes to technology and voice services. 

	Service Owner
	A Role that is accountable for the delivery of a specific IT Service.

	Shared Information System
	An information system that is not owned by a single business unit, but rather shared by more than one unit.  This includes information systems like Banner and email.  A shared information system may have various levels of criticality depending on how a business function or process utilizes it.

	SHP/SHRP
	School of Health-Related Professions

	SIMS
	Security Information Management System 

	SIRT
	See Security Incident Response Team.

	Small Scale Project
	See Project Size.

	Smartphone
	A cellular telephone with built-in applications and Internet access, Smartphones provide digital voice service as well as text messaging, e-mail, Web browsing, still and video cameras, MP3 player and video and TV viewing. In addition to their built-in functions, smartphones can run applications.

	SN/SON 
	School of Nursing

	SOM
	School of Osteopathic Medicine

	Spam
	Unauthorized and/or unsolicited electronic mass mailings.

	SPH
	School of Public Health

	SQL
	 Software Query Language

	SQL Injection Attacks
	An attack in which malicious code is inserted into strings that are later

passed to an instance of SQL Server for parsing and execution.

	SSL
	See Secure Sockets Layer

	Staff Training and Development Seminars, Continuing Education
	Includes all regularly scheduled training and development functions conducted at a hotel, motel, convention center, residential facility, or at any educational institution or facility. 

	Standard  
	A document established by consensus and approved by a recognized body that provides for common and repeated use, rules, guidelines or characteristics for activities or their results, aimed at the achievement of the optimum degree of order in a given context.

	Student
	A UMDNJ student is an individual who has officially enrolled in coursework at UMDNJ following formal admission into one or more of the Schools or programs of the University or has been granted permission to enroll on a non-matriculated basis. Applicants are not considered students until formally enrolled. Enrollment is defined by registration in the student information system and begins the date of registration. Student status continues during leaves-of-absence, suspensions, and other temporary gaps in enrollment. FERPA applies to the records of individuals from the point of first registration until death of the individual. 

	Subject Matter Expert
	A subject matter expert (SME) or domain expert is a person who is an expert in a particular area or topic. 

	Substantive Policy Changes
	Changes affecting the: 

· University’s legal, regulatory, financial and ethical obligations and responsibilities, 

· way the business is conducted in support of mission-critical operations impacting on the roles of the UMDNJ organizations and/or resource requirements, 

· actions required by targeted audience to remain in compliance with the policy provisions. 

	Symmetric Cryptosystem
	A method of encryption in which the same key is used for both encryption and decryption of the data. 

	System Administrator
	The person designated to set up and maintain hardware and/or software.

	System Default Service Accounts
	Accounts created by a software vendor to facilitate installation or provide out-of-the-box functionality.
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	Tablet PC
	Mobile communication devices such as Touchpads and iPads.



	TACACS+ and RADIUS
	Security protocols used for authentication and to control access into networks.



	Tech Lead
	Manages the staff that provides workstation support in a given area.

	Technical Safeguards
	 The technology and the policy and procedures for its use that protect electronic health information and control access to it.

	Technical Standards
	Technical standards are instituted for compatibility and interoperability between software, systems, platforms and devices.

	Technology Services & Support Organizations
	Includes a school’s or unit’s local IT organization, Information Services and Technologies (IS&T), and vendors that support applications hosted at a University campus facility.

	Telecom Charges
	Charges related to the purchase, use and installation of communication related devices and services including but not limited to mobile communication devices, telephones, calling cards, authorization codes and teleconference services.

	Telecom Contact 
	An individual assigned by a department/unit to assume oversight responsibility for telecom related services for an assigned index(es). 

	Third Party
	A business that is not a formal or subsidiary part of UMDNJ.

	Third Party Confidential
	This is confidential information belonging or pertaining to an external corporation, which has been entrusted to UMDNJ by that company under non-disclosure agreements and other contracts. Examples of this type of information include everything from joint development efforts to vendor lists, customer orders, and supplier information. Information in this category ranges from extremely sensitive to information about the fact that we've connected a supplier / vendor into UMDNJ's network to support our operations.

	TPO
	Treatment, Payment, and Health Care Operations

	Trajan
	The official UMDNJ logo is the shield, the initials, and the University name spelled out. The core element of the logo is a printed shield (Trajan) composed of three areas representing the main missions of the University: a book for education, a flask for research, and a stylized caduceus for clinical care.

	Treatment
	“Treatment” generally means the provision, coordination, or management of health care and related services among health care providers or by a health care provider with a third party, consultation between health care providers regarding a patient, or the referral of a patient from one health care provider to another.


U  
(Return to Index)
	TERM  / ACRONYM
	DEFINITION

	UBHC
	University Behavioral Health Care

	UH
	University Hospital

	UHC
	University Health System Consortium. Designed to pool resources, create

economies of scale, improve clinical and operating efficiencies, and

influence the direction and delivery of health care.

	UITMP
	University Information Technology Management Policy 

	UITMS
	University Information Technology Management Standards 

	University Departments, Schools and Units Information Technology (IT)
	The phrase encompasses all IT organizational groupings at the University and acknowledges that there are three distinct levels at which IT systems are managed:

1. University:  Central Administration Information Systems and Technology.

2. Schools:  Graduate School of Biomedical Sciences, New Jersey Dental School, New Jersey Medical School, Robert Wood Johnson Medical School, School of Health Related Professions, School of Nursing, School of Osteopathic Medicine and School of Public Health.

3. Units:  University Behavioral Health Care, University Hospital, Library Services and Public Safety.

	UMDNJ Community
	Faculty, staff, non-employees, students, attending physicians, contractors, covered entities, and agents of UMDNJ.

	UMDNJ State of Emergency
	An official declaration to fully enact appropriate Emergency Operations Plans, emergency support functions, and other emergency facilities, personnel and resources. 

	UMD-WIFI-R SSID Broadcasting
	 This feature will broadcast the network name, making it easier to detect for unauthorized entry. With the feature disabled, the detection of the network becomes more difficult for the unauthorized user to obtain access.

	Units
	University Behavioral Health Care, University Hospital, Library Services and Public Safety.

	University Key Policy Makers
	 A University level executive management team charged with the policy level decision-making responsibility under a declared UMDNJ State of Emergency. The Senior Vice President for Academic Affairs and the Senior Vice President for Administration and Finance will serve as Co-Chairs of the team comprised of University Key Policy Makers. For University wide emergency or if the emergency affects more than one campus, the University Key Policy Makers exercise the authority to make policy decisions regarding the incident. 

	University Networks
	A group of university computers and devices interconnected by wired and wireless communications channels that facilitate communications among users and allows users to share university resources.

	University Officers
	 Includes all positions holding but not limited to the following titles: President, Executive Vice President, Senior Vice President, President/CEO, Dean, and Vice President, etc. all of whom are appointed by the Board of Trustees.

	University Policy
	A University Policy is applicable to all of UMDNJ in its entirety.  The policy must be reviewed and approved by representatives of all University schools, units and entities, after which the policy must then be approved by the President’s Cabinet and, potentially but not necessarily, by the Board of Trustees. Following approval, the policy is posted to the University’s Office of Policy and Project Management website, which is viewable by the public.  

	University Policy Website
	The Office of Policy and Project Management (OPPM) maintains a website http://www.umdnj.edu/oppmweb/index.htm  for BOT and Presidential policies. 

	University, Schools and Units Information Technology (IT)
	The phrase encompasses all IT organizational groupings at the University and acknowledges that there are three distinct levels at which IT systems are managed:

· University:  Central Administration Information Systems and Technology.

· Schools:  Graduate School of Biomedical Sciences, New Jersey Dental School, New Jersey Medical School, New Jersey School of Nursing, Robert Wood Johnson Medical School, School of Health-Related Professions, School of Osteopathic Medicine and School of Public Health.

· Units:  University Behavioral Health Care, University Hospital, Library Services and Public Safety.

	UPS 
	Uninterruptible Power Supply

	User
	Refers to any member of the UMDNJ community, as well as visitors and temporary affiliates, who have been explicitly and specifically authorized to access and use the University’s information systems

	User Authentication
	A method by which the user of a wireless system can be verified as a legitimate user independent of the computer or operating system being used.
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	Virus
	A program or piece of code, a type of malware, written by a cracker, that "infects" one or more other programs by embedding a copy of itself in them, so that they become Trojan horses. When these programs are executed, the embedded virus is executed too, thus propagating the "infection". This normally happens invisibly to the user.

	Voluntary Furlough
	A voluntary furlough is a scheduled period of time away from work or duty at the University not exceeding thirty (30) consecutive days. 

	VPN
	Virtual Private Network (is a form of secure communications between network applications using a public (such as the Internet) or unsecured medium.
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	WEBct 
	UMDNJ's online courseware provider.

	Web Management Group
	The Senior Vice President for University Advancement & Communications or designee, the Vice President for Information Services and Technology or designee, and the University’s Web Communications Manager.

	Websites and Web Pages (Grant-funded/Faculty/professional)
	Grant-funded/Faculty/professional websites and web pages are those that communicate research or scholarly activities of a University faculty member to the general public. 

	Websites and Web Pages (Official University Internet)
	Official University Internet websites and web pages are those that provide information to the public about established University-recognized entities, such as its schools, patient-care units, administrative offices, research institutes, centers and programs, educational programs, clinical centers, institutes and programs. 

	Web Site Auditor 
	Anyone responsible for validating the contents of a web site conform to policies and standards.

	WEP
	Wired Equivalency Privacy.

	Wiping Data
	A common method used to counter data remanence is to overwrite the storage medium with new data. This is often called wiping or shredding a file or disk.

	Work Files
	Any file or document that pertains to an employee’s job function created, maintained or otherwise needed for UMDNJ business.

	Work Instructions
	A documented process for activities that are intra-departmental. The intent of the work instructions are to be used as a reference where they will provide guidance and consistency when employees perform specific tasks within a department.  

	Workforce
	Faculty, employees, students, volunteers, trainees, and other persons whose conduct, in the performance of work for UMDNJ and/or its units, is under the direct control of such entity(ies), whether or not they are paid by UMDNJ.

	World Wide Web
	A client/server environment on the Internet that provides multimedia information and services with hypertext navigation.

	WPA 128-Bit Encryption
	 Data is encrypted using the RC4 stream cipher, with a 128-bit key and a 48-bit initialization vector (IV), a major improvement in the protocol over WEP key.
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